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Who am 1?

Apolline Zehner
» PhD student since Oct. 2024 @ BEAMS

» Working on loT Privacy and Security,
especially in the context of Coercive Control

» Loves working on technical things that have
a positive social impact!

» Also an Engineer in IT Security, worked on
software and hardware security before.

Figure 1: A researcher in the wild.
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What is loT?



Let’s go back in time...

Figure 2: Prancing Pony (1972)
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What is loT?

Physical loT is here!

Devices

Sensors Software

Networking

Figure 3: Intersection between different worlds!
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Where is loT?

» Connected watches

» Smart Home appliances

> Newer (especially electric) cars
» Blood glucose monitors

» CCTV cameras

» Tracking devices (e.g. AirTags)
» Bluetooth headsets

» Fancy bicycles

» Dishwashers

» Washing machines

What is loT? 7152



Where is loT? ﬂ ﬂ

» Connected watches » Tracking devices (e.g. AirTags)
» Smart Home appliances » Bluetooth headsets

> Newer (especially electric) cars » Fancy bicycles

» Blood glucose monitors » Dishwashers

» CCTV cameras » Washing machines

Well... almost everywhere now!
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Some problems with loT ﬂ ﬂ

» Almost always centralized, linked with the manufacturer’s servers

> Loss of functionalities or even device locking when a product is no longer
supported

> Internet connection may be required to unlock features that don’t need it
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Why are loT Privacy and Security important?

Why are loT Privacy and Security important? 9/52



Are loT devices purely technical devices?

» Technical tools (like loT devices) have real-life interactions

» Should we think about improper use?

> Let’s take a look!

Why are loT Privacy and Security important? » Some thoughts... 10/52



What about the societal implications?

The Moral Character of Cryptographic Work (p. Rogaway) [5]

Cryptography rearranges power: it configures who can do what, from what. This
makes cryptography an inherently political tool, and it confers on the field an
intrinsically moral dimension. The Snowden revelations motivate a reassessment
of the political and moral positioning of cryptography. They lead one to ask if our
inability to effectively address mass surveillance constitutes a failure of our
field. | believe that it does. | call for a community-wide effort to develop more
effective means to resist mass surveillance. I plead for a reinvention of our
disciplinary culture to attend not only to puzzles and math, but, also, to the
societal implications of our work.
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Technology serves political ideologies

Governments use technology for control purposes:
» Chat Control: technical tools to check private messages?
» Dutch tax authorities falsely accused thousands of parents of fraud®

» French social welfare system spys on people dependent on it®

8https:/fightchatcontrol.eu/
bhttps://www.amnesty.org/en/Iatest/news/2021 /10/xenophobic-machines-dutch-child-benefit-scandal/

Chttps://www.laquadrature.net/caf/
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What about coercive control & IPV? ﬂ ﬂ

Safe at Home: Towards a Feminist Critique of Cybersecurity (. Siupska) [6]

Feminist theorists of international relations (IR) have long argued that binaries of
public/private reinforce the subsidiary status given to gendered insecurities, so
that these security problems are ‘individualised’ and taken out of the public
and political domain. This article argues that the emerging field of
cybersecurity risks recreating these dynamics by omitting or dismissing
gendered technologically-facilitated abuse such as ‘revenge porn’ and intimate
partner violence (IPV).
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Quick example: a smart lock

Q August Smart Lock ° August Connect

. lock / unlock ]

* lock / unlock
sync log files

.g))

Figure 4: How an August Smart Lock works [6]
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Quick example: a smart lock ﬂ ﬂ

Little scenario [6] eAugustSmar(Locki QAugustConnecl
@
1. Alice gives Bob Owner-level access. ) :
2. Alice gets out of Bluetooth range of the 3 e e s
lock.
. B his phone in airplane mode.
3. Bob puts his phone p o <) €ugust
4. Alice revokes Bob’s access. 0'5',;;;;,'};0';"3',;;,;"1 et server |

Figure 5: How an August Smart Lock works [6]
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Open question for you!

What do you think should happen?

Why are loT Privacy and Security important? » Quick example! 16/52



Quick example: a flawed smart lock

Consequence [6]

» Bob can still open the lock, as the phone is trusted!

Why are loT Privacy and Security important? » Quick example! 17 /52



Quick example: a flawed smart lock

Consequence [6]

» Bob can still open the lock, as the phone is trusted!

Official answer from the manufacturer

Owners, by definition, can revoke each other’s access. In fact, if Bob were truly
malicious, he could have revoked Alice’s access after he was granted OWNER
status. For this reason, the original owner should not give OWNER status to
anyone she does not trust immensely.

Why are loT Privacy and Security important? » Quick example! 17 /52



loT in Smart Home environments

Discussion
» Should trust be considered irrevocable?
» In Smart Homes, should there be a single "Device Owner"?

» What about contexts such as Coercive Control & IPV?

Why are loT Privacy and Security important? » Quick example! 18/52



loT in Smart Home environments

Discussion
» Should trust be considered irrevocable?
» In Smart Homes, should there be a single "Device Owner"?
» What about contexts such as Coercive Control & IPV?

» Why didn’t the manufacturer think of improper use cases?

Why are loT Privacy and Security important? » Quick example! 18/52



Current state of loT Privacy and Security

Current state of loT Privacy and Security 19/52



Let’s resume my literature review! [8]

MAC Address Randomization still allows device tracking
» Poorly-generated and/or predictable seeds allows deanonymization [7]
> In theory, we could use the RSSI to deanonymize devices [1, 2, 3]

» Mean advertisement period is also an usable metric [2, 3]

Current state of loT Privacy and Security 20/52
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Deanonymizing
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Figure 7: Following a device despite its MAC address rotations [3]
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Let’s resume my literature review! [8]

Some proposed countermeasures...
» Introducing "silent periods" to prevent those attacks [4]
» Use old and new MAC addresses together to confuse the attacker [1]
» Synchronize the MAC address rotation between nearby devices [1]

» Randomize the RSSI and the MAC address rotation timing [1]

Current state of loT Privacy and Security 23/52



Let’s resume my literature review! [8]

There’s some big flaws
» These countermeasures were only tested in laboratory-like environments
» One listening device and few emitting devices are not realistic!

» Shouldn’t we try this out in real-life?

Current state of loT Privacy and Security 24 /52



Let’s experiment!
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How to Experiment in Real-Life 101

To experiment, you need:

A researcher

A real-life environment

Some devices to implement countermeasures on

>

>

» Some listening devices
>

» Something to store data on
>

ULB administration approvals

Figure 8: One of the listening devices

Let’s experiment! » How to Experiment in Real-Life 101 26/52



How to Experiment in Real-Life 101

ULB administration approvals required:

>
| 4
>
4
>

Ethics Committee approval
Network Services approval
Infrastructure Services approval
Electricity Services approval

Security Services approval

Figure 9: A securely secured listening device

Let’s experiment! » How to Experiment in Real-Life 101
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How to Experiment in Real-Life 101

But... where to experiment?!

> Ideally, in two real-life environments: a quiet one and a busy one.

Let’s experiment! » How to Experiment in Real-Life 101 28/52



How to Experiment in Real-Life 101

But... where to experiment?!
> Ideally, in two real-life environments: a quiet one and a busy one.

» S.U.A.5 BEAMS aisle has two classrooms, research labs and is not so
crowded (mostly researchers and a few classes a day)

» S.F1.B contains university restaurants and third places: really crowded,
especially at rush hours!

Let’s experiment! » How to Experiment in Real-Life 101 28/52



How to Experiment in Real-Life 101

But... where to experiment?!
> Ideally, in two real-life environments: a quiet one and a busy one.

» S.U.A.5 BEAMS aisle has two classrooms, research labs and is not so
crowded (mostly researchers and a few classes a day)

» S.F1.B contains university restaurants and third places: really crowded,
especially at rush hours!

» Ethical problems arise: we are experimenting on a lot of people...

Let’s experiment! » How to Experiment in Real-Life 101 28/52



How to Experiment in Real-Life 101 ﬂ ﬂ

Upcoming experiment

Researc h Et h iCS An experiment will take place from 09-12-2025

to 15-12-2025 in this building.

» Posters are put up one week before i e et
experiments are run on each site, on each R

All collected data is anonymised and therefore cannot be used

door a”owing aCCGSS to it lnldemlfya ndl idual |. It is only collected if Bluetooth is

All data related to this experiment will be stored securely, in
accordance with ULB's data protection policy.

» Pseudonymization of MAC addresses and
device names through hashing and salting

» Salt randomly generated every hour and ;
sent to all devices at the same time .0 ¢beams

DE BRUXELLES

Figure 10: One of those posters
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How to Experiment in Real-Life 101

You need listening devices!

Figure 11: Compute Module 4 with Wi-Fi/BT chip Figure 12: Omni-Directional 2.4GHz Antenna

Let’s experiment! » How to Experiment in Real-Life 101 30/52



How to Experiment in Real-Life 101

You need listening devices!

Figure 13: One of the listening devices, after assembly

Let’s experiment! » How to Experiment in Real-Life 101 31/52



How to Experiment in Real-Life 101 ﬂ ﬂ

You need an infrastructure!

)
Listener 1
- [ Something to ]
PR control listeners
Listener 2
/ [ Somewhere to ]
— store data
Listener N

Figure 14: Simplified system diagram of the experimental setup

Let’s experiment! » How to Experiment in Real-Life 101 32/52



How to Experiment in Real-Life 101 ﬂ ﬂ

You need an infrastructure!

C—
Listener 1
-—
Manager Wat,Chdog
Ansible
Listener 2
O
Listener N
~——

Figure 15: System diagram of the experimental setup

Let’s experiment! » How to Experiment in Real-Life 101 33/52



How to Experiment in Real-Life 101

How to test those proposed countermeasures?

> Use programmable Bluetooth devices.
Puck.js uses the same chip as Apple’s
AirTag!

» Implement the AirTag protocol (easy)

> Add proposed countermeasures on top of it
(less easy)

Figure 16: Puck.js device

> Try it out! (easy)

Let’s experiment! » How to Experiment in Real-Life 101 34/52



Let’s take a look at my first experiment!

ml-@n m‘gmm@mﬂ
] H |

] |
e s s o o

(LT @ Listener 1 @ Listener 2 @ Listener 3 O Listener 4 @ Listener5 O Listener 6 (O Listener 7 ‘

Figure 17: Experimental setup in S.U.A.5 (BEAMS aisle)

Let’s experiment! » First results 35/52



First results
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Figure 18: Raw data for a single device with multiple MAC addresses.
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First results

[/ MAC#1 / MAC #2 MAC #3 mac# / mac#s S wac#s o/ MAC #7]

listener 1 I— ' ' "
listener 2 - '
listener 3 - ——t ——————— "
listener 4 - '
T T T T T T T T T T T T
° 5 © ) » H » % ® © ® <

Time (minutes)

Figure 19: A single device, multiple MAC addresses.
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What does that mean? ﬂ ﬂ

] o |

iy |
»

]
(WYY 0l @ Listener 1 @ Listener2 @ Listener 3 O Listener 4 @ Listener5 O Listener6 O Listener 7 ‘

Figure 20: First step...
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Figure 21: Second step...
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Figure 22: Third step...
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What does that mean? ﬂ ﬂ

" s

(M-Il ol @ Listener 1 @ Listener2 @ Listener 3 () Listener 4 @ Listener5 O Listener 6 (O Listener 7 ‘

Figure 23: Fourth step...
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What does that mean? ﬂ ﬂ

" s

(M-Il ol @ Listener 1 @ Listener2 @ Listener 3 () Listener 4 @ Listener5 O Listener 6 (O Listener 7 ‘

Figure 24: Fifth step...

Let’s experiment! » First results 42/52
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Figure 25: Sixth step...
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What does that mean? ﬂ ﬂ

" s

(M-Il ol @ Listener 1 @ Listener2 @ Listener 3 () Listener 4 @ Listener5 O Listener 6 (O Listener 7 ‘

Figure 26: Seventh step...
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What does that mean? ﬂ ﬂ

- -7 m‘gmm-@mﬁ

- |

6? |

2?
4? 3?

(LT @ Listener 1 @ Listener 2 @ Listener 3 O Listener 4 @ Listener5 O Listener 6 (O Listener 7 ‘

Figure 27: Let’s retrace it!
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How does my second experiment looks like*

Upcoming experiment
An experiment will take place from 09-12-2025
to 15-12-2025 in this building.

» The same amount of listening devices

This experiment collects data emitted by Bluetooth devices. Its
of

’ Diﬁe rent baCkg rou nd network bUt Same All collected data is ancﬂvmls{d and therefore cannot be used i
infrastructure il e e,

activated on your device:

All data related to this experiment will be stored securely, in
‘accordance with ULB's data protection policy.

» Some mistakes I've learnt on the ground

» Still works!

¢beams

Figure 28: A poster in the wild

Let’s experiment! » What's next? 46/52



Conclusion
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Conclusion ﬂ ﬂ

» Technology has an impact on our society: thinking about what it could be
used for before developing it is crucial [5, 6]

» Technology is thus not apolitical as it conveys human intentions [5, 6]
> loT devices and wireless protocols have interesting flaws [8]

» Being able to experiment on a large scale is really fun!

Conclusion 48 /52



Thanks!

Questions?

Always open to Master’s thesis proposals (on loT, software and hardware security mostly).
Feel free to contact me!

Contact: apolline.zehner@ulb.be
Website: https://me.ellana.eu
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