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Let’s go shopping!

Translation

Dear customers,
For statistical purposes, a geolocation
system has been set up within the store.
We invite you to deactivate your Wi-Fi
if you do not wish to be geolocated.

Source:
https://xcancel.com/adhavet/status/891693199424729092

Apolline Zehner et al. PETs Against Physical-Layer and Link-Layer Device Tracking: Trends, Challenges, and Future Directions Page 2 / 16

https://xcancel.com/adhavet/status/891693199424729092


It’s not that uncommon...

Source: a friend of mine

Source: https://www.radiofrance.fr/franceinter/metro-des
-ecrans-publicitaires-video-pour-capter-votre-attention

-mais-jure-pas-vos-donnees-1176690
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What do manufacturers say?

”Key use cases of BLE technology”

BLE beacons are used for location tracking and can provide the most accurate
way to track exact location in indoor spaces. (...)

By combining BLE with other tracking technologies such as Wi-Fi and RFID,
businesses can create detailed customer profiles and track customer movements
throughout the facility in real time.

Source: https://spaces.cisco.com/key-use-cases-of-ble-technology/
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Why is it important?

▶ You only need a few anonymized location data points to re-identify someone1;

▶ Data brokers sell anonymized location data points of people across the globe,
allowing re-identification of targeted people2.

1Y.-A. de Montjoye et al., “Unique in the crowd: The privacy bounds of human mobility,” Scientific Reports, vol. 3, no. 1, p. 1376, Mar. 25, 2013,
Publisher: Nature Publishing Group, issn: 2045-2322. doi: 10.1038/srep01376. [Online]. Available: https://www.nature.com/articles/srep01376
(visited on 15-02-2025)

2S. Meineck and I. Dachwitz, “Data Broker Files: How data brokers sell our location data and jeopardise national security,” netzpolitik.org,
(Jul. 16, 2024), [Online]. Available: https://netzpolitik.org/2024/data-broker-files-how-data-brokers-sell-our-location-data-and-je
opardise-national-security/ (visited on 15-02-2025)
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How does it work?

Schematic representation of probing requests Schematic representation of advertisements by a Bluetooth device
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Solution: randomizing MAC addresses

MAC address randomization: devices regularly randomize their MAC addresses.

Mobile operating systems implements it since at least 2014 (Apple) or 2017 (Google).

Could my favorite supermarket still track my device (thus me)?

Apolline Zehner et al. PETs Against Physical-Layer and Link-Layer Device Tracking: Trends, Challenges, and Future Directions Page 7 / 16



Implementation flaws

Implementation flaws allows device
de-anonymization...

▶ by using sequential sequence numbers;

▶ by sending data with the real address,
not the randomized one;

▶ through fingerprinting, as devices have
different signatures.

J. Martin et al., “A study of MAC address randomization in mobile devices
and when it fails,” Proceedings on Privacy Enhancing Technologies,
vol. 2017, no. 4, pp. 365–383, Oct. 1, 2017, issn: 2299-0984. doi:
10.1515/popets-2017-0054. [Online]. Available:
https://petsymposium.org/popets/2017/popets-2017-0054.php

(visited on 11-01-2025)
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How to get a device to reveal its MAC address?

Devices switch to their real MAC
addresses when associating to an AP.

▶ All you need is setting up a rogue
AP that uses popular SSIDs!

Schematic representation of probing and connecting to a rogue AP.
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Fingerprinting devices

Most implementation flaws are now patched.

▶ Devices randomize sequence numbers;

▶ Devices use randomized MAC addresses
even while connected.

What about fingerprinting?

E. Fenske et al., “Three years later: A study of MAC address randomization
in mobile devices and when it succeeds,” Proceedings on Privacy Enhancing
Technologies, vol. 2021, no. 3, pp. 164–181, Jul. 1, 2021, issn: 2299-0984.
doi: 10.2478/popets-2021-0042. [Online]. Available:
https://petsymposium.org/popets/2021/popets-2021-0042.php

(visited on 11-01-2025)
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Using metadata to fingerprint devices

Multiple kinds of metadata are available through passive communication listening:

▶ MAC address randomization time intervals;

▶ Emitting power through the Received Signal Strength Indicator (RSSI);

▶ Device-specific information, sent along with necessary data while
probing/advertising.
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MAC address randomization through time

Devices randomize their MAC addresses
at quasi-constant and non-standardized
time intervals.

It is unlikely that a device will
randomize its MAC address at the same
time as another one, several times.

Source: L. Jouans et al., “Associating the randomized bluetooth
MAC addresses of a device,” in 2021 IEEE 18th Annual Consumer
Communications & Networking Conference (CCNC), ISSN:
2331-9860, Jan. 2021, pp. 1–6. doi:
10.1109/CCNC49032.2021.9369628. [Online]. Available:
https://ieeexplore.ieee.org/abstract/document/9369628

(visited on 11-01-2025)
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Use of RSSI for device de-anonymization

When randomizing their MAC adresses,
devices are still advertising themselves
at the same frequency.

RSSI is unlikely to change during that
time, allowing device de-anonymization.

Useful applications against unwanted
tracking devices (e.g. AirTags).

Source: T. Despres et al., “DeTagTive: Linking MACs to protect
against malicious BLE trackers,” in Proceedings of the Second
Workshop on Situating Network Infrastructure with People,
Practices, and Beyond, ser. SNIP2+ ’23, New York, NY, USA:
Association for Computing Machinery, Sep. 10, 2023, pp. 1–7, isbn:
979-8-4007-0304-1. doi: 10.1145/3609396.3610544. [Online].
Available: https://dl.acm.org/doi/10.1145/3609396.3610544
(visited on 28-11-2024)
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Possible countermeasures

▶ Randomizing emitting power, thus RSSI;

▶ Re-using previously generated MAC addresses;

▶ Introducing silent periods to decrease accuracy of probabilistic methods;

▶ Minimizing the amount of data sent, like unique identifiers.
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Challenges & New Directions

▶ Metadata-related attacks (e.g. based on RSSI) are not well-researched at the
moment: combining those with existing attacks may reduce the effectiveness of
existing countermeasures;

▶ Reducing metadata, or randomizing it, could impede tracking through upcoming
attacks but could also impede devices’ usability;

▶ Upcoming research should consider helpful applications of those de-anonymization
techniques, e.g. against unwanted tracking devices, as much as their other use
cases.
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Upcoming research

We’re currently planning to try
metadata-related attacks, along with
existing ones, in crowded environments.

It will allow us to measure both the
effectiveness of those attacks and of
countermeasures. Picture of one of the tracking devices.
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Questions?


	Commercial tracking
	First counter-measures
	Implementation attacks
	Metadata-related attacks

