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Abstract—Wireless devices, especially Bluetooth and Wi-Fi
devices, emit radio communication both to scan for neighboring
devices and to advertise themselves. For example, a mobile
phone would typically be searching for Wi-Fi access points
and Bluetooth devices, e.g., headsets, and advertise itself for
connections. For this purpose, communication interfaces use
a Medium Access Control (MAC) address which is a unique
identifier to differentiate one device from another. However, the
use of such unique identifiers can violate the privacy of the device
and hence of the user; an attacker is able to use such unique
identifiers in order to passively track a device. MAC address
randomization – techniques that periodically change the MAC
addresses of a device – were developed as a privacy-enhancing
measure against such attacks. However research shows that this
can be easily circumvented. In this paper, we survey approaches
and techniques for metadata anonymization in Bluetooth and
Wi-Fi, as well as the de-anonymization attacks. Many of these
attacks rely on physical characteristics of the communication
medium and on implementation flaws of both wireless protocols
and MAC address randomization protocols. We conclude by
discussing open challenges both in metadata protection and de-
anonymization.

Keywords—Bluetooth, Wi-Fi, Device Tracking, MAC Address
Randomization, Metadata Privacy, Received Signal Strength
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I. INTRODUCTION

Both Bluetooth [1] and Wi-Fi [2] devices send packets at
regular and predictable intervals to announce their presence
to eventual known devices, such as Access Points (APs) or
paired Bluetooth devices. Moreover, those probe requests are
also useful to scan the device’s surroundings for the presence
of networks or other trusted devices. Probe requests can
be automated (i.e. a device tries to connect to the closest
Wi-Fi AP or trusted Bluetooth device) or manual (i.e. when
performing a manual scan in search of nearby Bluetooth
devices or Wi-Fi APs). This feature is therefore essential to
allow connections between devices that were either connected
to each other or not. However, this also opens the door to

privacy violation by allowing an attacker to track a specific
device for an extended period of time.

MAC address randomization was thus introduced in multi-
ple IETF drafts since 2020 [3] as an anti-tracking and privacy-
enhancing feature in multiple mobile operating systems, such
as Google’s Android 8 [4] in August of 2017 and Apple mobile
operating systems in September of 2014 [5]. It should be noted
that this was only the default setting on Android 10 [6], an
operating system that was released in September of 2019.

While important, various research papers have shown that
flaws and weaknesses exist in the implementation of the
MAC address randomization algorithms which leads to de-
anonymization attacks [1], [2], [5], [7], [8], [9]. Furthermore,
even when MAC address randomization algorithms are imple-
mented properly, the metadata leaked by both probe requests
and Bluetooth LE advertisements have also led to the de-
anonymization of devices [1], [10], [11], [12], [13]. Metadata
such as the Received Signal Strength Indicator (RSSI) [9],
[14], [15] make device re-identification and hence tracking
possible, albeit with more constraints. We first describe our
threat model in Section II. Next we outline the main de-
anonymization attacks due to implementation flaws in Sec-
tion III. In Section IV, we present the main side-channel
attacks and in Section V we discuss counter-measures against
common attacks alongside their assessed accuracy. Finally,
we address open challenges and new directions of device
de-anonymization through MAC address randomization in
Section VI and we conclude in Section VII.

II. ATTACKER MODEL

Throughout this paper, we consider a passive attacker,
meaning that the adversary does not break any cryptographic
protocols and schemes. Rather, we assume an adversary who
listens to Bluetooth and Wi-Fi communications of a target
device for a period of time t and is able to collect and analyze
metadata such as the emitting power, the timing of MAC
randomization and frequency etc. Additionally, we consider
an attacker who is able to exploit implementation flaws in
cryptographic or hashing functions used in the wireless com-
munication protocols. The attacker considered under our threat
model aims to identify (and hence track) a device through
its Bluetooth and Wi-Fi signals for various purposes. For
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example, an adversary may want to target an individual and
thus tracking their location through their devices, or it could
be used for commercial purposes such as knowing customers’
habits inside a store or proximity marketing.

III. DE-ANONYMIZATION THROUGH IMPLEMENTATION
FLAWS

A. Implementation flaws in MAC address randomization

In 2016, Vanhoef et al. [7] showed several techniques
that allowed an attacker to de-anonymize a Wi-Fi device
through both their probe requests (i.e. when a Wi-Fi client is
searching for a known Wi-Fi AP) and the use of poorly chosen
scrambling seeds that are used to anonymize its MAC address.
While in theory those seeds should be initialized with pseudo-
random and non-zero values [16], some devices analyzed by
Vanhoef et al. used fixed seeds and most devices did not
reset the state of their scrambler, thus rendering predictable
the seeds produced. Predicting seeds produced by the Wi-Fi
device’s scrambler made the prediction of future “randomized”
MAC addresses possible, which allows an attacker to track
a specific device over a greater period of time than the one
between two MAC address changes. Based on these attacks,
Martin et al. studied the robustness of MAC address random-
ization implementation on a variety of mobile devices and
find out that 90% were vulnerable [2]. The authors therefore
argued that MAC address randomization techniques should be
standardized and widely adopted in order to achieve privacy.

B. Implementation flaws in Wi-Fi Protected Setup

Some Wi-Fi APs provide Wi-Fi Protected Setup (WPS) as a
mean to facilitate user’s device connection. This functionality
uses an Universally Unique Identifier (UUID), generated by
hashing the MAC address of one of the interfaces of the Wi-Fi
AP with a fixed seed [7]. However, in 2014, Demir et al.
[17] reversed the MAC address’ hashing, thus recovering and
leaking the MAC address, de-anonymizing the device in the
process. Vanhoef et al. [7] confirmed those findings in their
paper and discovered, at the same time, that some devices were
using bad UUIDs such as “00:00:00...”.

C. Fingerprinting through metadata

While the MAC address randomization process have flaws
in itself, metadata transmitted by Bluetooth LE (or BLE)
devices also enables tracking [1], [10]. Devices, such as tem-
perature sensors or object trackers, regularly emits payloads
that contains application data as well as Bluetooth protocol-
specific data. These payloads are not always subject to change
and could therefore allow an attacker to identify a device
even when the MAC address is randomized [1], [10], [11].
To illustrate more specific cases, Celosia and Cunche [10]
demonstrated that payloads advertised by Apple and Microsoft
devices through Bluetooth LE both included metadata that
allowed an attacker to identify which kind of device is emitting
(i.e. a certain mobile phone model from a specific brand or
even a hearing aid device.) and included unique identifiers that
were not changed when randomizing their MAC address.

D. Implementation flaws in security features

The filter accept list is a feature in Bluetooth that allows a
device to filter transmissions by only accepting those from
accepted devices and filtering out the rest [12]. Although
useful, this can be used as a side channel due to the fact
that a device may behave differently while in the presence of
a trusted device or not [13], meaning that a Bluetooth device
might not advertise its presence while connected to a trusted
device, while it will advertise otherwise.

Zhang and Lin [13] showed that the filter accept list
used by some Bluetooth LE devices significantly changed
the device’s behavior while interacting with other devices.
While paired devices would get an answer (or a SCAN RSP)
packet while probing through SCAN REQ packets, non-paired
devices would not get such an answer.

An attacker could thus be able, through sniffing of Bluetooth
LE communications, to identify the accepted MAC addresses
for a certain period of time. While those devices may perform
MAC address randomization, the authors speculate that there
could be a period of time during which one of the devices has
changed its MAC address while the other did not.

E. Probabilistic de-anonymization

Jouans et al. [8] show that regular MAC address changes
still allow an attacker to identify a given device due to the
fact that the probability of multiple devices changing their
MAC address at the same time is low, hence differentiating a
Bluetooth device from one another. Tan and Gary Chan [18]
also presented techniques to connect multiple probe requests
coming from a single Wi-Fi device that uses MAC address
randomization, as this privacy-enhancing feature hinders sta-
tistical uses of Wi-Fi networks such as people counting.

These above attacks, mainly related to implementation flaws
such as poorly-chosen cryptographic seeds, communication of
identifiable data without any change when randomizing the
MAC address, or even change of discernible behavior for an
external attacker depending on the device’s state are related to
the data link layer of the OSI model [19].

IV. DE-ANONYMIZATION THROUGH PHYSICAL
SIDE-CHANNELS

A. Usage of both RSSI and payload data for fingerprinting

Novel attacks in device de-anonymization rely on the phys-
ical layer of the OSI model [19], mainly through the emitting
power of both Bluetooth and Wi-Fi devices. While older
attacks such as those from Li and Zhu [20] and Cheng and
Wang [21] did not have to deal with new security features
like MAC address randomization, research from Ribeiro et
al. [22] revealed in 2021 a passive Wi-Fi device tracking
tool that used the Received Signal Strength Indicator (RSSI),
combined with data contained in each data frame. This attack
thus allowed an attacker to de-anonymize devices that used
MAC address randomization in some cases. Akiyama and
Taniguchi [9] combined both emitting power and payload con-
tents from devices to de-anonymize these in 2024. They chose
to formulate the set of generated MAC addresses as a linear
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assignment problem, assuming that multiple devices might
neither change their MAC addresses at the same time nor
randomly change their RSSI. Moreover, the authors suggest
re-using older generated MAC addresses to decrease accuracy
of their de-anonymization technique.

B. Pure use of RSSI for de-anonymization

Despres et al. [14] proposed in 2023 a detection algorithm
with the purpose to identify a tracking device through its RSSI.
While MAC address randomization is a good way to prevent
both device and user tracking, it also hinders the ability to
identify a tracking device that follows a non-consenting per-
son. In the same year, Gagnon et al. [15] also proposed the use
of RSSI measurements as a way to fingerprint a device despite
its MAC address changes. While it is really successful in a
static environment (i.e. where neither the device nor the user
moves) with a success rate of 97%, Gagnon et al. recognizes
that their technique is not as effective against mobile targets
(i.e. when the device and its user are in motion), mainly due to
the fact that the relative position of the target device from the
attacker’s one plays a substantial role. However, as Gagnon
et al. [15] mentioned in their paper, RSSI implementation
is manufacturer-specific and could therefore lead to different
results depending on the receiver used. The authors therefore
proceeded with pre-processing of RSSI values in order to de-
anonymize accurately. The authors also measured the accuracy
difference of their attack using both a single receiver and
multiple ones and noted that the use of multiple receivers
improved the de-anonymization process and thereby device
identification.

V. POSSIBLE COUNTER-MEASURES

A. RSSI randomizing

Gagnon et al. [15] proposed and evaluated several counter-
measures against Bluetooth devices de-anonymization through
their transmitting power, such as modulating its RSSI to
make fingerprinting a specific device more difficult. It is
both possible to change the RSSI of the device and that the
device is not continuously transmitting at its full transmitting
power. However, their results showed that, while not hindering
significantly fingerprinting and de-anonymization, it hindered
functionalities of those devices by increasing packet loss
rates and reducing their connection range. It might then both
increase power consumption of those devices due to the
packet losses, while hindering their usability. Results from
Gagnon et al. [15] are nevertheless incomplete due to the
fact that their measurements were performed with sudden
movements and not gradual ones. Moreover, both emitters and
receivers were moving during the experiments. Gagnon et al.
acknowledged in their paper that more realistic movements,
instead of brutal ones, combined with static receivers might
improve the accuracy of their attack.

B. Silent periods and location shifts

Huang et al. [23] proposed in 2005 the use of silent periods
for wireless communications as a mean to enhance wireless

devices location privacy. They suggested implementing the
silent periods by combining a static period with a randomized
one. It would thus make harder for an attacker to follow closely
a given device user through its wireless connection. Gagnon et
al. [15] built, based on previous work from Huang et al. [23],
a similar counter-measure where the device would not emit
any data (including the new randomized MAC address) for a
defined period of time. They argue that the location change
during this period will necessarily be greater than between
two usual probing requests, rendering tracking more difficult.
In their experiment, they chose to use physical behaviors like
location shifts detected by the device’s sensors, to randomize
those periods of non-communication.

Both evaluations from Huang et al. [23] and Gagnon et al.
[15] of these counter-measures demonstrated their effective-
ness in hindering the ability of an attacker to pinpoint a specific
device based only on its MAC addresses changes. It required
however a significant location change while the device is not
communicating to ensure that an attacker could not receive
upcoming probe requests.

C. Extend randomization scope

Fenske et al. [5] suggested extending the use of randomized
MAC addresses both before and after devices are associated
with a Wi-Fi AP. While this could hinder AP features such
as MAC address-based filtering, it still allows some kind of
device fingerprinting on some devices evaluated by them.

While current operating systems, such as Apple’s iOS,
Google’s Android or Microsoft’s Windows do implement post-
association MAC address randomization, implementations of
this privacy feature can have flaws. Fenske et al. [5] observed
that Android devices such as the Xiaomi Mi 9 Lite, do not
perform any MAC address randomization even though it runs
an operating system version with MAC address randomization
enabled by default. Additionally, an attacker has the ability to
know that a given device is nearby when it reconnects to a
known Wi-Fi network, as the MAC address is randomized at
the first connection but not re-randomized periodically. While
this could be necessary for security measures such as MAC
address filtering on Wi-Fi APs, it further hinders device users
privacy. As Vanhoef et al. [7] shown, one could set-up Wi-Fi
APs with commonly used SSID, such as university-specific
wireless network eduroam to trick Wi-Fi devices into trying
to connect to those, hence gaining the ability to collect their
MAC addresses for the given network. This gives the ability
for an attacker to track this specific device when it happens
to be close to the real Wi-Fi APs, as its MAC address for this
particular network is now known.

Moreover, “forgetting” a network does not necessarily reset
the randomized MAC address. According to Apple documen-
tation [24], the MAC address is only deleted immediately if
it was not already forgotten in the last two weeks for older
operating systems, or in the last 24 hours on latest operating
systems versions such as iOS 18. In other cases, Apple
claims to delete the MAC address as soon as the network is
“forgotten” by the user. Google, on the other hand, claims in
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their documentation [6] that, depending on the kind of Wi-Fi
AP, it either uses a consistent but randomized MAC address in
cases where a constant MAC address is required (i.e. for Wi-Fi
networks relying on MAC address filtering), or randomizes it if
some conditions are met related to both the DHCP lease expiry
time and the time since the MAC address was generated. It
should be noted that, although persistent randomization was
introduced and enabled by default in Google’s Android 10,
released in 2019, the non-persistent one was introduced with
Google’s Android 12 in 2021.

D. Avoid leaking traceable and unique identifiers

While probing for known devices and Wi-Fi APs, devices
transmit a wide range of metadata to facilitate connections [7],
such as AP’s SSID if it is probing for a Wi-Fi network or a
device’s MAC address to enable Bluetooth connection between
two paired devices [13]. Even though exchanging those kind
of data is essential to establish a link between two devices,
some metadata exchanged during the process might help
fingerprinting a device and thus greatly reduce the efficiency
of the privacy enhancements of MAC address randomizing.
For instance, Wi-Fi devices exchange “Information Element”
(IEs) that are not mandatory [7] about the capabilities of the
device such as its data rate. The presence or absence of such
data, as well as the data in itself can greatly improve the
fingerprinting accuracy of a device. Another Wi-Fi features
found in those IEs, known as Wi-Fi Protected Setup (WPS),
is used to announce its support by the probing device. It
contains however an Universally Unique Identifier (UUID)
[7], rendering it distinguishable from other devices, even if
its MAC address was changed at some point. Furthermore,
an attacker could retrieve the MAC address used to generate
this UUID thus leaking other identifiable and unique data
that could help de-anonymize a device. While not used as
much nowadays, probe requests can also contain the Service
Set Identifier (SSID) of the Wi-Fi AP to which the device
would like to connect. The combination of probe requests
for multiple SSIDs in a short period of time could thus be
used to fingerprint a specific device [7]. Newer operating
systems do not send the SSIDs they are looking for while
probing, rendering it increasingly less useful to fingerprint
and de-anonymize a Wi-Fi device. Furthermore, within each
802.11 frame lies a sequence number that is incrementally
changed with each new packet, regardless of the operating
system used [7]. While some devices reset this counter at
some point, it is another identifiable piece of information that
could be used to identify a specific device. Fenske et al. [5]
also suggested using generic signatures for probe requests,
and not including non-mandatory data. While some generic
signature methods to generate probes exists [5], none are
commonly used. Moreover, their research showed that most
analyzed devices did not consistently use a single signature,
either generic or not, but used a different one while being
in idle state. For instance, some Android devices only used
generic signatures while in idle mode.

E. Reusing previously generated MAC addresses

Akiyama and Taniguchi [9] argue that many Bluetooth LE
devices identification methods relied on the presumption that,
whenever a device changes its MAC address, the previous one
will never be reused by the same device. They thus suggest to
reuse those previously used MAC addresses, along with newly
generated ones, albeit only for a certain period of time and not
indefinitely. An optimal time interval is not specified.

F. Timing MAC addresses changes between multiple devices

Akiyama and Taniguchi [9] discovered that, in cases where
a group of devices randomized their MAC address simulta-
neously, or at least in a short range of time, the accuracy
of de-anonymization tools decreased significantly. An attacker
would have trouble finding which MAC address matches with
the tracked device due to this timing proximity, as multiple
MAC addresses could correspond to it. It would however
require coordination between those devices in order to decide
when they have to change their MAC addresses. Such counter-
measure, while only feasible in some contexts where devices
are connected to one another, still appears to be quite effective.

VI. CHALLENGES AND NEW DIRECTIONS

Although implementation-related de-anonymization tech-
niques of both Bluetooth and Wi-Fi devices are now well-
documented, the combination of both these techniques as well
as metadata-related attacks (mainly using RSSI) may make
it harder for a device (and its owner) to achieve privacy.
Some research has already been done on this subject [22];
targeting other unique identifiers advertised by both, Bluetooth
and Wi-Fi devices, such as device names, service UUIDs
and above all manufacturer specific data [10], combined with
RSSI tracking and the use of multiple receivers [15] could
improve tracking techniques’ accuracy and further impede
users’ privacy.

On the defensive side, reducing identifying metadata, such
as aforementioned manufacturer specific data [10], as well as
implementing silent periods [15] would make it more difficult
for an attacker to follow a specific device. Research on the
effectiveness of those silent periods relative to their duration,
as well as its impact on device usability could consequently
enable new countermeasures to be used at a larger scale.

An special but important case to discuss stems from the pro-
liferation of devices such as Apple AirTags that are designed
help people to find personal objects through the crowdsourced
reporting of Bluetooth signals, and which bear substantial
abuse potential. In order to prevent abuse in stalking and to
allow stalking victims to detect AirTags following them, the
iPhone OS does use tracking mechanism to see if an unwanted
device (e.g., a not-registered AirTag) is being seen multiple
time over a long period of time. Research into enhancing
privacy of Bluetooth and Wi-Fi-enabled devices’ users while
not hindering the detectability of trackers or enabling stalking
with AirTags and similar devices might be of interest.
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VII. CONCLUSION

In this paper, we comprehensively survey both de-
anonymization attacks and their corresponding countermea-
sures in wireless communication. Privacy-enhancing tech-
niques that prevent an attacker from identifying and tracking
a device in Bluetooth and Wi-Fi communication have been
implemented for many years, perhaps the main one is MAC
address randomization. In our paper, we consider a passive
adversary who does not break cryptographic schemes and pro-
tocols. Our adversary is able to de-anonymize a device based
on metadata such as RSSI, timings of MAC randomization
and presence of manufacturer-specific fields [10].

Likewise, we also considered an adversary who is able to
exploit flawed implementation. MAC address randomization
can happen at different levels, either during both probing and
association for Wi-Fi APs [4], or at regular intervals like in
Bluetooth LE devices [12]. Recent operating systems chose
to implement randomization at every stage, from probing to
the association between devices and Wi-Fi APs. However,
those implementations leave gaps that could lead an attacker
to identify a device. First, randomization needs a seed that
should be initialized according to defined standards [16].
Second, some devices are not implementing those standards
correctly [7], making randomized MAC addresses predictable.
Moreover, probe requests and advertisement packets send
metadata beyond the required ones. Wi-Fi devices are not
immune to fingerprinting through sent metadata. For example,
Wi-Fi Protected Setup (WPS) uses a Universally Unique
Identifier (UUID) that is generated through a flawed imple-
mentation when no hard-coded identifier is available.
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